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1. 
 Introduction

1.1 Objective
1. This document is the Information Security Policy for the Independent Police Complaints Commission (IPCC). The Information Security Policy is a high-level policy for all users of IPCC information systems.

2. The security of IPCC information assets is an integral part of the IPCC business model.  The success of IPCC as an independent investigator and arbitrator of police actions depends on being a fully secure organisation while preserving openness of its approach and methods.

3. IPCC must gain public confidence that it can investigate incidents thoroughly and fairly whilst preserving the confidentiality and integrity of the information it holds.  IPCC must also have the trust of Police Forces that their information can safely be shared with IPCC investigators.

4. In order to live up to its values, especially those of justice and integrity, and deliver a credible, high quality service to complainants and the police it is vital to implemenrt adequate information security. 

5. It the responsibility of all IPCC staff to be aware of this Information Security Policy and other more detailed policies. These will be communicated to all staff as per section 1.3.

6. The key aspects of Information Security include:

· Information Assets – identification of IPCC assets and owners and ensuring that required security measures are in place (including security marking of documents)

· Personnel security – performing staff security vetting; staff awareness of & compliance with security responsibilities 

· Physical Security –protection of physical site and assets

· IT security – ensuring our systems and processes are secure so that information held electronically is protected

· Business continuity – measures to ensure accidents, fire, flood etc do not compromise our business so IPCC we can maintain operations

7. The IPCC Senior Executive endorse this Policy, showing top-level management commitment to and support for the information security regime in IPCC. The IPCC Commission, as the guardian of IPCC policies, is responsible for ratifying (either directly or via a sub committee establish by the Commission) this IPCC Information Security Policy.
1.2 Scope

8. This policy applies to all protectively marked information, electronic and paper based, held by IPCC. This includes the Head Office in High Holborn and, temporarily, in Lombard Street as well as the IPCC Regional Offices.

9. The policy applies also to the casework and other records created in and received by IPCC in the interim period of operating up to 1 April 2004. 
10. The policy conforms to BS 7799 (the British Standard for Information Security Management) by incorporating its security policy guidelines and by addressing the nine main areas of protection outlined in the standard. BS 7799 gives detailed guidance on the best way of applying protective measures in these areas.

11. All IPCC staff must adhere to this policy. In exercise of the functions of the Commission, individual Commissioners must adhere to the policies of the Commission, including this Information Security Policy

1.3 Communication

12. Awareness of this policy will be included in all induction training for new IPCC staff and will be included as appropriate on refresher training courses for existing staff.

13. A summary of this policy will be communicated to all staff members of IPCC through direct e-mail. In addition, full copies of this and other more detailed security policies and guidelines will be placed in the security folder on the IPCC public drive (G:\Security) and also on the IPCC Intranet [when in place]. 
1.4 Policy review

14. This policy will be reviewed in January 2004 when the IPCC Head Office electronic information system goes live. Further reviews will take place after the Regional Offices are operational and thereafter annually on 1 October. 

2. Information Security Management Framework

15. This policy is owned and overseen by the IPCC Security Management Group on behalf of the IPCC Commission and Senior Executive.  It is the high-level statement of security policy objectives, processes and evaluation of the effectiveness of security measures. There will be a number of detailed Security Policies, Security Manuals and other security guidance documents for IPCC staff.  These more detailed security documents are to be fully consistent with this overall policy.

16. The implementation of this security policy and the more detailed security measures in supporting security documents is the responsibility of the Head of the Security Management Group assisted by the members of the Security Management Group other IPCC business managers.  

17. IPCC faces generic threats common to all UK government and law enforcement bodies. In addition, there may be individuals and groups whose interests would benefit from compromise of the confidentiality, availability and/or integrity of IPCC information assets.

18. The IPCC security measures to counter these threats are derived from three main sources.  One is UK legislation that provides standards affecting data protection, freedom of information, human rights, interception of communications, investigatory powers and computer misuse.  A second source of security requirements are measures required by other Government systems and networks with which IPCC interconnect. A third source is the risk assessment of the IPCC business information assets that will be done according to guidelines in the HMG Manual of Protective Security and BS 7799. IPCC information assets include personal data of members of the public, a large amount of sensitive IPCC information and a comparatively small amount of highly sensitive IPCC information.  

19. IPCC information systems use commercial products, some of which have been security evaluated to UK government standards. These products have a number of known weaknesses; IPCC require that these are fully assessed and risk-based security measures put in place. 

20. It is important that people working in and for IPCC understand the importance of sustaining a security regime and that their comments about the impact of security measures on their working practices are communicated to and responded to by the IPCC Security Management Group. One of the main success factors for the IPCC security regime is that IPCC employees are committed to applying the necessary security measures promulgated through the various security documents. Contractors providing development, support and maintenance for information systems are to be fully committed to IPCC security regime.

21. The IPCC Senior Executive attaches particular importance to internal organisation and allocation of security responsibilities, information security education and training (awareness), reporting of security incidents and business continuity management.

22. The effectiveness of the IPCC security regime is to be continually assessed to ensure that security measures continue to meet the business needs of IPCC. The IPCC Security Management Group is to institute a monitoring process that includes communication with users and managers. There will be formal reviews and assessments of security effectiveness as part of the policy reviews at go live and annually thereafter.  Users and managers will be included in these formal processes.

3. Policy Statements

3.1 Security organisation

23. An IPCC Security Management Group will be established to initiate, control and monitor the implementation of information security within IPCC. This requires a multi-disciplinary approach to information security particularly including managers, users, application designers and security staff. 
24. The Information Security Policy is owned and managed by the IPCC Security Management Group.  When all staff are in post, IPCC will appoint a Head of the Security Management Group to coordinates all information security policy matters. 
25. The IPCC Security Management Group consists of representatives of the following: 
- Security Accreditor, 
- Information Manager,
- Director of Policy & Research,
- Director of Investigations,
- Director of Legal Services,
- Director of Corporate Services,
- Head of IT, 
- Head of Facilities, 
- Head of HR.

26. The SMG will also include a representative appointed by the IPCC Commission. 

27. Others, e.g. Site Security Officers, security specialist, IT administrators, business managers & users, support contractors, will also be involved when appropriate. 

28. Heads of IPCC business areas are responsible for implementation of security policies and procedures in their business areas. As part of the formal assessment of security effectiveness, they will be required to account for security problems, breaches and the security performance of their areas.

29. The Head of IT is to give particular priority to the effective management of security issues that are associated with any external contractor and electronic inter-connectivities with other organisations. 
30. All third party suppliers to IPCC information systems are to conform to the IPCC information security policy. A mandatory security measure is that a Security Point of Contact be nominated for each third party.

3.2 Asset classification and control

31. All information assets and other assets associated with the security management of information are to be identified, recorded, valued and ascribed an owner. These assets include: 
information assets - databases and data files, system documentation, user manuals, training material, operational or support procedures; 
software assets - application software, development tools and utilities; 
physical assets - computer equipment, communications equipment, magnetic media, site security; 
services - computing and communications services.
32. Each category of assets is to be recorded in an inventory.  These inventories may be created in conjunction with other IPCC business needs, e.g. business services, and/or as part of an overall IPCC asset management system.

33. IPCC information assets will have a protective marking (e.g. classification label), that reflect requirements for their Confidentiality, Integrity and Availability. These protective markings are to be ascribed in accordance with current HMG guidance.

3.3 Personnel Security

34. Security is to be an element of IPCC’s human resources management processes. Personnel security measures are required to reduce the risks to information systems arising from human error, theft, fraud or misuse of information assets.

35. IPCC Commissioners, staff and staff of third party suppliers will undertake security vetting according to the value of the sensitive information they have access to in the course of their work. They will be required to sign a confidentiality/non-disclosure agreement with IPCC.
36. The IPCC HR & Service departments will provide staff with security training as part of the induction process and as part of the user training for information systems. Input to security training material will be provided by other departments as needed. Security awareness activities will be programmed as required by the Security Management Group.  Third party suppliers will be required to demonstrate that their personnel security measures are consistent with the IPCC security policy.

37. All IPCC Commissioners and members of IPCC staff are to report all security related incidents to their line managers or though other specified channels as appropriate. Reporting is required of all security incidents, software malfunctions and suspected security weaknesses in systems or procedures.

38. IPCC human resource management processes are to include procedures for handling employees who may have violated this information security policy or any of the security procedures, security manuals or other security related guidance documents.

3.4 Physical and environmental security

39. IPCC physical security measures are to address risks to all IPCC assets, including information assets. These measures are to conform to the requirements of the HMG Manual of Protective Security (MPS) and the Manual of Counter Terrorist Measures. 

40. There is to be particular focus on preventing unauthorised physical access to Head Office or Regional Office premises especially in any shared accommodation.

41. Physical and environmental measures to protect equipment are to take account of the risks of accident, everyday hazards of theft, fire, flood and power failures. 
42. Remote workers shall ensure that the IPCC information assets in their environment are adequately secured against misuse, loss, theft, and/or damage. They must use properly secured equipment for sensitive work. Guidance on this will be provided in security procedures. 
43. Physical and environmental measures in third party suppliers are to meet IPCC requirements and standards.

3.5 Communications and operations management

44. IPCC requires comprehensive management of its communications and operations systems. Operating procedures for the IPCC information systems are to be documented and maintained. Change control processes are core to the proper management of information systems and these are to be fully documented.

45. Responsibilities for the proper operation of the IPCC information systems are to be documented; duties are to be segregated as much as possible to reduce the risk of negligent or deliberate system misuse. 

46. Software and procedural controls are to be in place throughout IPCC information systems to minimise the risk of intrusion of a virus or malicious software.

47. The connections to IPCC electronic information systems from systems owned by other organisations are to be protected in collaboration with the other organisations.  

3.6 Access control

48. IPCC business needs define the access requirements for IPCC Commissioners and staff to information systems.  IPCC information system users will be grouped into user groups for the purpose of managing access to IPCC information systems. The need-to-know principle will underpin all IPCC access management procedures.

49. User accounts are to be created for users of IPCC information systems.  These are to be reviewed regularly by administrators to ensure that authorisation processes remain sound, including effective passwords; in particular administrators are to check that all user accounts are actively required.

50. Access to all IPCC networked or standalone computer services, and intelligent network devices, is to be via a secure log-on process designed to minimise the opportunity for unauthorised access. Each user of a computer system must be uniquely identified to the system.  Where passwords are used, they will be managed in a secure manner to ensure their confidentiality and integrity. The process of authentication of a user to a system will include allocation of access rights to the data and facilities needed by the user’s business role.
51. Users’ access to data will be controlled and monitored in order to demonstrate conformance with the requirements of the Data Protection Act and the Police National Computer security policy. 

52. Access control measures for users’ remote electronic access and contractor remote diagnostics are to be robust in accordance with the security requirements of the Government Secure Intranet (GSI) security policy.

53. Access control measures for system administrators are to be particularly robust to reflect the privileged access they will have to IPCC information systems. Particularly strong physical, environmental and personnel security measures are to be used in support of access control measures for system administrators.

54. Electronic IPCC systems security measures are to include timed lockout processes for inactive terminals.

55. Users’ activities on IPCC information systems will be audited in accordance with current HMG guidance in order to ensure conformance with the security policy. 

3.7 System development and maintenance

56. IPCC systems will be developed in such a way that security is a fundamental element of the development project in accordance with IPCC information security policy and procedures.  Development of an appropriate and agreed security regime will be integral to any proposal from a third party supplier for an IPCC information system.

57. The security of all IPCC systems being developed will be subject to an accreditation process and a third party security health check to ensure that appropriate security measures are provided.

58. Information concerning the development of the information system for IPCC will be confined to IPCC staff and third party suppliers.  Information concerning the development of system security measures will be confined to IPCC and third party suppliers’ staff that have a need to know. 
59. All aspects of any required cryptographic and encryption key management will be undertaken in accordance with HMG standards and procedures.

3.8 Business continuity management

60. Business Continuity Management will ensure that the highest priority IPCC cases and other high priority IPCC business activities are able to continue whatever damage impacts IPCC information assets.  

61. A framework of business continuity plans will be produced for IPCC.  These plans will be regularly tested and kept under periodic review commensurate with prevailing threats to IPCC assets and changes in the IPCC business environment. 
62. Appropriate system and data backups will be undertaken, securely stored, and periodically tested, to ensure minimum disruption to business processing in the event of an incident requiring systems and or data to be restored to a position prior to the incident. Data back-ups will be taken at least once every 24 hours of normal working operation and stored securely off site.

3.9 Compliance

63. All IPCC users are required to comply with all relevant legal statutes, licensing agreements, and IPCC Policies.

64. IPCC retains the right to access and review any document or file stored on IPCC equipment and shall do so to ensure that no policy, agreement, or legal statute is contravened. Such review will be performed with the authority and knowledge of relevant managers (e.g. Data Protection Office, HR Manager, IT Service Manager, user’s Line Manager) under guidelines produced for monitoring conformance with the IPCC data access policy. 
65. Only authorised users shall have legitimate access to e-mail and Internet facilities provided by IPCC.  Limited personal use shall be permitted but all use must be in accordance with the IPCC Code of Conduct and is not to include distasteful, derogatory or obscene material. Unauthorised access to pornographic or other sites containing offensive material or other serious misuse will result in IPCC instituting disciplinary proceedings.

66. There will be a usage policy as part of IPCC human resource management processes.  This policy will address IPCC users’ use of e-mail and Internet both to reduce security risks and to ensure that users conform to IPCC corporate policies of proper use of IPCC information systems.  This policy will also inform users that IPCC will routinely monitor system usage to ensure user compliance with this policy.

4. Summary
67. The confidentiality, integrity and availability of IPCC information is essential to the operation and credibility of the IPCC business. Everyone associated with providing and using IPCC information systems must do so in a manner that properly safeguards the information acquired and disseminated in order to discharge IPCC’s responsibility to Government and the public. This Information Security Policy states the objectives necessary to achieve the required levels of security for the IPCC business. 
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